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1. Overall Description:

3GPP SA3-LI would like to thank GSMA NG RILTE for the LS on ePDG Selection, regarding Lawful Interception questions raised by IR.51 and 3GPP TS 24.302 (section 7.2.1 for ePDG discovery). 
In the LS, the understanding is that according to TS 24.302, in roaming scenarios in which the UE knows the identity of the VPLMN, the UE first attempts to derive the FQDN for the ePDG address from the visited PLMN ID and to connect with the ePDG in the visited network, and only attempts to connect with the ePDG of the HPLMN as the option of last resort.

The LS goes on to highlight that in certain VoWiFi deployment scenarios the preference of the home operator might be that the UE should connect to the ePDG in the home network also when roaming regardless of any identified VPLMN. Such scenarios of interest include when the VPLMN has not yet deployed VoWiFi, when there is no S2b layer roaming agreement with the VPLMN, or when not enough interoperability testing has been performed to guarantee that the service works properly. 
2. SA3 LI analysis:
The view of SA3 LI is that due to Lawful Interception (and Retained Data) regulations applicable within some regions this unconditional approach may not be possible e.g. that  an HPLMN ePDG is always selected regardless of the VPLMN identified by the UE. This does not allow the UE to select an ePDG in a VPLMN where available and the regional regulations require it.

There are countries in which regulations do not mandate selection of an ePDG in the VPLMN such as for LI; however, other countries consider a 3GPP operator within their jurisdiction providing Voice, Video, and SMS services over WIFI as offering regulated services (equivalent to the same LTE regulated service)  for which LI must be provided. Furthermore in some of these countries, the VPLMN is obligated to provide this LI on regulated services used by roaming users when attached to the VPLMN through a roaming agreement.  The scenarios being considered where the UE is attached to LTE while undertaking ePDG selection meets this definition of attachment to the VPLMN, hence the VPLMN responsibility on providing LI on regulated services, even when used via WiFi by a roaming user.   
SA3 LI has studied the changes to 23.402 clause 4.5.4.3 and 4.5.4.4 from SA 2 and concludes that the UE configuration set by the HPLMN provides flexibility for any PLMN operator to meet some regional regulatory requirement variations and account for variations in regional ePDG deployments (i.e. use an ePDG in the VPLMN when required and available otherwise use an ePDG in the HPLMN for all other cases). However, due to the risk of mis-configuration of ePDG selection (e.g. selecting only ePDGs in the HPLMN) either accidently or deliberately) may mean that the VPLMN is not meeting its regulatory obligations.  In order to allow the VPLMN to ensure that it is meeting its regulatory obligations, a means is required where by the VPLMN can inform the UE or the UE verify with the VPLMN whether the UE can be allowed to select a HPLMN ePDG instead of a VPLMN ePDG.

The VPLMN could inform the UE that it is allowed to use the HPLMN ePDG for such reasons as local regulations do not require it to use a VPLMN ePDG or local regulations allow HPLMN ePDG selection when the VPLMN does not support it or the UE fails to successfully select a specified VPLMN ePDG.  Likewise if the VPLMN does not have the capability of informing the UE about HPLMN ePDG usage, then the UE could rely solely on the ePDG configuration in the UE. The other advantage of this is it allows the VPLMN to inform the UE of any changes in regional regulations and ePDG deployments in the VPLMN which have not been reflected in changes to the UE ePDG configuration by the HPLMN.
ACTIONS:

3GPP SA3-LI kindly asks:
1. GSMA NG RILTE to take the above into account to ensure that PLMNs are able to accommodate and meet the variations in regional LI requirements as well as accommodate variations in regional ePDG deployments.
2. ACTION SA2 and CT1: Ensure a suitable mechanism/procedure is defined for the UE to obtain confirmation from the VPLMN whether it is allowed to select a HPLMN ePDG when attached to the VPLMN'S 3GPP RAN and act accordingly in order to allow VPLMNs to meet their LI obligations.
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